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Topics

Traverse

Rights - what are they; how do we get them?
Licenses and other funny business

Managing rights: when is the paperwork done?
Where is the Geo?

Use cases and business cases

» Architectures for GeoDRM enablement

« Security and GeoDRM: “may I” and “can I”
 Information and service standards

 GeoDRM software and demonstration
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By what rights

Traverse

“Actions on resources”

Resources: content, services, intellectual property
Primitive right: possession

Rights and responsibilities

“Some rights reserved”

Implied warranty

Fair use
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Licenses and contracts

Traverseé

License model

Contracts may be based on licenses

“Map of value not the value itself”

“‘Offer” -> “Acceptance” -> “Exchange of value”

License
Grant

Principal

Right

Resource

Condition

Issuer

Signature

Details
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Take it up with Management

Traverse

License lifecycle
Information
Negotiation
Documentation
Enforcement
Reconciliation
Remediation
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Geo-Digital Rights Lifecycle

Q[OADJIT 20U

L UOISSI§ > OSUSIN T MON—p .

9.

Information on resources,
processes, rights, and term

Identification of principal
and agents

Negotiation / acceptance o
licence terms

Licence establishmen
Request for servic

Validation o
preconditions

Licence decision

Execution of
post-conditions

Service response /

10. Licencerevocation / expir

Joshua Lieberman & Cristian Opincaru - FOSS4G 2006 ©Traverse Technologies.

Slide 6



\}
A‘ Where is the Geo?

Traversé
f= = G
* Subsetting
* Transformation
« Derivation
e Fusion

Joshua Lieberman & Cristian Opincaru - FOSS4G 2006 ©Traverse Technologies. Slide 7



Example Rights Managed User
Traverse Scenarios

—

Public

Access Terms

e

Private Resource Public Resource  Commercial Resource Emergency Resource

privacy *open access data  esubscription *risk management

*sensitive data *public domain *pay as you go scrisis management

*secret data «freedom of «disaster management
information
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Traverse

OWS-4 GeoDRM Use Cases

Case 1: Click through license triggered by
Context document

Case 2: Cascaded layers under distributor license
and user licences

Case 3: End user license (authenticated)

Case 4: Feature update license with effects
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Architectures for GeoDRM enablement

Traverse

« Centralized
Distributed
Service-oriented
Federated
Draconian
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Open Geospatial Consortium: GeoDRM
Traverse Reference Model

* Open Geospatial Consortium

— Non-p_rofif[, iInternational, voluntary consensus standards
organization

— Leading the development of standards for geospatial and location
based services

— http://www.opengeospatial.org

» GeoDRM Reference Model
— Patterned on the ISO RM-ODP

— Conceptual model for digital rights management of geospatial
resources

— Metadata model for expressing rights
— Requirements for DRM systems in order to enforce the rights
— Relation to the broader DRM context
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GeoDRM Fundamental Concept

Traversé

« GeoDRM recognizes that the exchange of geoinformation and services
also involves trading of value and responsibility

WWW Protocols Enforcement

. Decision
Trusted Geoservices
Information
Value owner
or agent Value Trading
;l \‘u > ° o "{“" \

Ny’ (- Geoinformation V\Qi; .
\0"
Message Exchange R A

Value owner
or agent

-' ‘\ \'
.
v

GeoDRM seeks to implement interoperable trading of value as a standard
protocol in service-oriented architectures and other digital technology platforms
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Ae Security and GeoDRM

Traversé
0= | —

-« "May I" ->"Can I

e Trust and assurance

* Authentication and authorization
» Validation and enforcement

Identity Rights Policies Decisions  Actions
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Enterprise Viewpoint

Traverseé
Geo-License
— Extents — Delegation
* Rights « Smaller extents
* Space — Chaining
 Time « Owner
— Expression « Licensing agent
* Legal License « Licensee
« Human readable Grant . .
« Formal Frincipal « End-User
Right
Resource
Condition
Issuer
Signature
Details
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Information Viewpoint

Rights
Use
View/Display/Print
Combine/Merge
Extract/Copy
Spatial Transform
Derive Resource
Edit/Adapt

Modify

Derive Graphic
Encode

Execute

Meta-Rights

 License
 Sublicense

Conditions
Properties
Spatial
Temporal
Layer
Implementation
Meta-Rights
Side effects
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Computational Viewpoint

Traversé

Payment
Provider Licence

Payments fee

* Roles within a DRM System

* One entity could have several Licensee
roles Delecatos  on |
Ii(e:eengs?n?;S ~ 4. Assign Assign
* One or more roles are then poiicy (N 197 subicence
associated within a distributed N
computing architecture with Delegates St
p g i ) hosting Agent / <=
one or more services interfaces _ Sub-Licensee
and processing components Delegates
P J P Valid 7 Niconce Establist erk
‘@ /lcence Manager creaentials
£ = i A VS — = {\ };
F? er\{ice =——— Content====———=—=>End-User
rovider
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Traversé
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9.

Geo-Digital Rights Lifecycle

Information on resources,

Service
Functions

Information
Elements

processes, rights, and term\
Identification of principal

Product Registry

and agents

Negotiation / acceptance o
licence terms

LicenceBroker

Licence establishmen

Authentication and
Authorization Service

Request for servic

Validation o
preconditions

LicenceManager

Licence decision
Execution of

GeoDRMGatekeeper

post-conditions

OWS Service

Service response / >

10. Licencerevocation / expir
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Offers

Acceptances

Licences

Requests

Decisions

Effects

Usage

Slide 17



Traverseé

OWS-4 GeoDRM components

«executable»
ProductCatalog

|

GetRecord

GetRecord

DesktopOrBrowserowscClient

«executable»

1
\
\

NegotiateTerms AuthAuth

GetToken
\

«executable»
BrokerClient

—O

—O

GetMap

GetCapabilities

GetCapabilities

GetCapabilities

«executable»
OwsService

«executable»
AuthAuthService

=

A~

AuthAuth

GetMap

«executable»
GeoDrmGatekeeper

>_

GetCapabilities

>_

«executable»
OwsGeodrmsService

E______O}_._

GetLicense

GetMap

GetMap

AuthAuth

NegotiateTerms

«executable»
License Manager

NegotiateTerms

«executable»
OwsCascader

GetMap

«executable»
License Broker
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y Information / Service Standards for GeoDRM
Traversé

License models

— ISO REL

— ODRL

— Creative Commons

Information specifications

— Licenses

— ldentities

— Policies

— Tokens

Service specifications

— License broker, manager

— Authentication, authorization, reconciliation
Protocols

— WS-Security, X.509, OpenlD, Yadis
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\ Policy lanquages:
& y languag
A8 ISO REL

[
=

| 0 —

 Facts
— Part of the MPEG-21 initiative
— ISO/IEC 21000-5:2004: Rights Expression

— Based on XrML

 |ssues
\

— Not exactly an open standard
— Needs to be extended
— OASIS WS-Security Profile

REL
Geospatial

Extension
22?
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Traverseé

Policy Languages:

ODRL

Facts
— Open Digital Rights Language
— Specifications are freely available
— Profiles
* Open Mobile Alliance
« Creative Commons
Issues
— DRM “Patent War”
— Needs to be extended

RIGHTS
HoLDERS

PARTIES

Y

A

(=)
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Slide 21



GeoDRM Software and
“Demonstration”



Problem Statement

Traverseé

L OGC Request
Current Situation: R ——

¥

& o %‘\
% 50 ot =
OGC Client . OGC Web Senvice
- ”}S'-'r’é
OGC Request
5_72:_—_ What we needed ...
S ity Inf - .
s i Ability to send additional
< security information together
LA with an OGC request: identity
OGG Client - GeoDRM Enabled information, licenses, etc.
Sl OGC Web Service
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OWS3 Implementation

Traversé

SOAP + WS-Security

Examples :
Examples : GeoServer
ublG . Intergraph
SICAD WMS Client UMN MapServer
Etc. i DMZ "_ Etc.
N x
Component ‘:w > ‘:w
(UniBW) X X
Existing WMS/WFS Pro ( r?mp nt Existing WMS/WFS
Client = =
Firewall Firewall

http://iisdemo.informatik.unibw-muenchen.de/ows3/

O Open Source components developed by UniBW during OWS3
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Protocol Extensions

Traverseé

e SOAP Profile

« WS-Security (OASIS)
— Username Token (OWS3)
— X509 Certificates (OWS4)

SOAP Message

Processing Info

Security
Credentials

Metadata
« No fancy stuff Other

Header

Payload

Body

y
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Server Side Proxy

Traverse

» Reasons
— Could not find an open source SOAP Implementation
— Can be integrated with any OGC Server

* What it does
— Cascading WMS / WFS
— Implements the SOAP Profiles for WMS / WFS

— Evaluates the security information and allows / denies access to
the WMS / WFS
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Server Side Proxy

Traverseé

* Implementation

— 100% Java

— Apache Tomcat

— AXIS (SOAP Engine)

— WSS4J (WS-Security Implementation)
 Avalilability

— Open Source

— BSD like license

— http://iisdemo.informatik.unibw-muenchen.de/ows3/
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Client Side Proxy

Traverse

e Reasons

— Could not find an open source SOAP implementation
— Can be integrated with any OGC WMS client (works best with
web clients)

« What it does

— Cascading WMS service, running on localhost
— Implements SOAP profile for WMS

— Implements the extensions developed during OWS3
» Adds security information in SOAP header
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\
Ae Client Side Proxy

¥ SICAD Internet Suite V6.0 - Java Client - Mozilla Firefox
File Edit Yew Go Bookmarks Tools Help

o QZI < @ v @ J @ L; http:/fiisdemo.informatik,unibw-muenchen daloussdeara

v 0« |G

™1 Google Mail - Inbox {3) = AD Internet Suite ¥6.0 - Java Elient |

[ Annonymous | Username

Datei Ansicht Einstellungen  Hilfe

E/70 &Y =HED

= 2 Ointergraph WMS 1
=0 [[] Intergraph WMS - H(

~ [ @ Land Parcels
i [ @ Hauses

/-0 [] Land Parcel Nun
- [JHause Numbers

B

. e
Implementation «*’;&{é N

« 100% Java fag 2
 Java Applet
« AXIS Client (SOAP Engine) |-
* WSS4J (WS-Security Implementation)

1:588 3476922,7300, 5367516.3946 @&
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What's happening next ... OWS4

Traverse

e OWS4: OGC Web Services Phase 4

— wWww.opengeospatial.org

 Extensions

— Server-Side Proxy
e Understand X509 Certificates
» (Perhaps) understand SAML Assertions

 Understand License Tokens
— These will be defined during the initiative
— Point to start;: XACML / SAML

 Be able to enforce access based on these tokens
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Conclusions / Questions

Traverse

* These proxies can be integrated in open source clients /
servers

 Avalilability
— BSD-like license
— http://iisdemo.informatik.unibw-muenchen.de/ows3/

« How should this work continue?
« How can this work fit in other open source software?
* Any idea? Talk to me!
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Thank you!

Joshua jlieberman@traversetechnologies.com
http://www.traversetechnologies.com

Cristian Cristian.Opincaru@unibw.de
http://www.unibw.de/Cristian.Opincaru




Demonstration

If we have the time / If we feel the need

Offline demonstration



A’“ The Client

) SICAD Internet Suite V6.0 - Java Client - Mozilla Firefox

- File Edit View Go Bookmarks Tools Help
M Qﬂ - $ < @ ‘v\ @ \‘LJ http: fiisdemo.informatik, unibw-muenchen. defows3demojsicad-client/ V‘ ® co [@, ‘

;M Google Mail - Inbox {3) ‘ | | SICAD Internet Suite ¥6.0 - Java Client | @

[ Annomymous | Username |

Apply

Datei Ansicht Einstellungen  Hilfe

B/0 Q80 =xE) D wd ¢ X

= Ointergraph WMS 1

=+ [] ntergraph WMS - H
" [0 @ Land Parcels
1 [ ®Hauses |
1 [JLand Parcel Nun
" [JHause Numbers

&

2

1588 3476922,7300, 53675163946 @

Done
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P

Named User: Registration

——

©) Mozilla Firefox Q@@

File Edit View Go Bookmarks Tools Help

@ v Hr/ v [@ \:\ @ IL_J http:/{137.193.63. 168{ows3demafjsp/register1 . jsp VJ o ’@ J
der Bundeswehr

Universitat {3 Munchen OWS3 Demo - WMS

Demo = Registration .

Please provide the necessary data for registration:

User name (mandatory): Ecristian.opincaru ‘

Password (mandatory): l""*" ‘

Email (optional): cristian opincaru@gmai

| Register || Reset |

Done
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P

Named User: License Management

©) Mozilla Firefox Q@@

File Edit View Go Bookmarks Tools Help

Qil v H'/ v @ \:\ @ ]u http:/f137.193.63. 168/ows3demayjsp/main.jsp V} ® 6o \@, J
der Bundeswehr

Universitdt (3 Minchen OWS3 Demo - WMS

Demo = Terms and C .':;lrﬁ't;::xrua Management Console

YWelcomel

Your user name f session ID is: cristian. opincaru

Below you can see the Terms Of Use that apply to the different layers of the WMS:

License Name Layers Status
e o Gebaeude Tou did NOT agree to this license.
GNTU Public License
¢ FlurstNr

Click here to read the license.
@You did NOT agree to this license.

Apache License 2.0 ¢ Flurstueck

Click here to read the license.

Done
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Traversé

Anonymous User: License Management

[
=

©) Mozilla Firefox

File Edit View Go Bookmarks Tools Help

J._J = lj{/ v @ ‘:‘ @ ’[_, http:/{137.193.63.168/ows3demofjsp/main. jsp?user=7535c12e-2221-433f-9c 11-43b89349859%¢ V“ @ Go “Q, ‘
der andeswehr
2 a . " 5 .
Universitat {.; M tinchen OWS3 Demo - WMS
Demo = Terms and Ciil:::xn»::ﬂ EE::I ns Management Console
Welcomel

Your user name fsessionID is; 7535¢12e-2221-433f-9¢11-43b8934985%¢

Below you can see the Terms Of Use that apply to the different layers of the WS

License Name Layers Status
o o Gebacude Tou did NOT agree to this license.
GNU Public License Bp——
MBS Click here to read the license.
Tou did NOT agree to this license.
Apache License 2.0 ¢ Flurstueck e
Click here to read the license.
Done
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Y

Cristian OPINCARU, University of the German Armed Forces, Munich

File Edit Vew Go Bookmarks Tools Help
QEI < E> v @ ‘7\ @ }._J http:}fiisdemo.informatik.unibw-muenchen. dejows3demo/sicad-client/

"1 Google Mail - Inbox {3)

©J SICAD Internet Suite V6.0 - Java Client - Mozilla Firefox

v| 0 [[GL

‘u SICAD Internet Suite ¥6.0 - Java Client ‘

Annonymous | Username

+i+

Datei Ansicht Einstellungen Hilfe
E/0A0 =%E) P wd e N

-G
=~ [ ntergraph
#-1 [V] @ Land

Terms of use not agreed exception

® de.ubm.ows3.server.exceptions.DisclaimerNotAgreedException: Flurstueck

<
Go to agreements Continue

1:588 3476987.5160, 5367556.2865

Done
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License Agreement(1)

©) Mozilla Firefox Q@@

File Edit View Go Bookmarks Tools Help

Q‘E & E> 2 [@ ‘:‘ @ ‘1_} http://137.193.63.168/ows3demo/jsp/main.jsp VJ ® 6o “—_CI_, J
der Bundeswehr

Universitat 3 Miinchen OWS3 Demo - WMS

Demo = Terms and Con Iijirt-i}l'lffi Management Console

YWelcomel

Your user name f session ID is: cristian. opincaru

Below you can see the Terms Of Use that apply to the different layers of the WMS:

License Name Layers Status
o o Gibacuda YTou did NOT agree to this license.
GNTU Public License o Flursthl
MET Click here to read the license.
You did NOT agree to this license.
Apache License 2.0 ¢ Flurstueck e
Click here to read the license.
Done
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©) GNU GENERAL PUBLIC LICENSE - Mozilla Firefox
File Edit View Go Bookmarks Tools Help

QZI - L{/ - 1@ \:\ @] ]L_J http:{{137.193.63. 168{ows3demafjsp/viewLicense. jsp VJ ® co ][@,
der Bundeswehr 8
Universitat (. Miinchen OWS3 Demo
Demo = ViewfAgree Terms and Conditions
YWelcomel
Your user name f session ID is: cristian. opincaru
Please read the Terms Of Use. At the bottom of the page you will find radio buttons to agree or disagree
with these terms and conditions.
GNU GENERAL PUBLIC LICENSE
Version 2, June 1991
Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, Mi 02110-1301, USA
Everyone is permitted to copy and distribute verbatim copies
of this license docuwent, but changing it is not allowed. .

Done
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©) Apache License - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

QE v ljr v @ 7‘ @ ’1_1 http://137.193.63.168/ows3demofjsp/viewlicense. jsp ; @ Go @,

VUHICIWISE, WUCLHL ICHYULCW VY appuLavic 1aw \oulll do UCUUCL ALt alll Z1Usoly LCZUZCLL abls ) VI agiCou LY UL WILILLLE, Slldll ally
Contributor be liable to You for damages, mcluding any direct, mdirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or inability to use the Work (including but not limited to damages
for loss of goodwill, work stoppage, computer fatlure or malfunction, or any and all other commercial damages or losses),
even if such Contributor has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Denvative Works thereof, You may
choose to offer, and charge a fee for, acceptance of support, warranty, mdemnity, or other liability obligations andfor rights
consistent with this License. However, in accepting such obligations, You may act only on Your own behalf and on Your sole
responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor
harmless for any liability incurred by, or claims asserted against, such Contributor by reason of your accepting any such
watranty or additional liability.

END OF TERMS AND CONDITIONS

Do you agree with this icense?
] Yes, I agree
ONo, I disagree

Done
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©) GNU GENERAL PUBLIC LICENSE - Mozilla Firefox
File Edit View Go Bookmarks Tools Help

QZI - L'V - @ \\ @ lu http:{{137.193.63. 168{ows3demafjsp/viewLicense. jsp \7J ® co ][@,

L o T e T e B e Lo L I e B e e e S o

USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

In order to be sure that a real human (and not a script) 1s acknowledging the license, please enter the text you see in the
following image in the text field below:

:

S

Code: W\

Do you agree with this license?
® Yes, T agree

(ONo, I disagree

Done

Joshua Lieberman & Cristian Opincaru - FOSS4G 2006 ©Traverse Technologies.
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License Agreement(5)

©) Mozilla Firefox E]@

File Edit Vew Go Bookmarks Tools Help

Q-EI v H'/ v @ |:\ @ [u http:/f137.193.63. 168]ows3demofisp/main. jsp "l ® 6o |@, [
der ﬁundeswehr

Universitat (> Miinchen OWS3 Demo - WMS

Demo = Terms and Ci1:::|};j¢irti\i;:ul'[sz; Management Console

YWelcomel

Your user name / session ID is: cristian. opincaru

Below you can see the Terms Of Use that apply to the different layers of the VWhS:

License Name Layers Status
o ¢ Gabaends Tou previously agreed to this license.
GNU Public License o Flurstll I
G Click here to read the license.
. You previously agreed to this license.
Apache License 2.0 ¢ Flurstueck @
~ Click here to read the license.
Done

Joshua Lieberman & Cristian Opincaru - FOSS4G 2006 ©Traverse Technologies.

Slide 43






